[TAMSTKA I10 ®UHAHCOBOU T'NT'MEHE

«Kak ne nonacmo «8 pyxu» MOUEHHUKOB

Jouumaiime 3my namamky 00 KOHUaA, 0axce eciu yeepensl,

Ymo HUK020a He CIAaHeme Hcepmeoli MOULEeHHUKOB.
YACTbD I. YEI'O HEJIb34 JEJIATH

1. He monHuMaiiTe 3BOHKM C HE3HAKOMBIX MHOCTPAHHBIX HOMEPOB (Dcmonus, Jlameus,
Tonvwa u m.o0.), ecu 'y BaC HET TaM KOHTaKTOB, KOTOPbIE MOTJIM OblI CBSA3aThCSl C BAMU UMEHHO
B 3TOT MOMEHT.

2. He pnoBepsiiTe 3BOHKaM U COOOLIEHMSM, MOCTYMNAIOUIMM SIKOOBI OT MMEHU OaHKOB,
NPaBOOXPAHUTEIBHBIX OPraHOB, HMHBIX T'OCYJAapCTBEHHBIX CTPYKTYp, 0€3 CcaMOCTOSATEeNbHOU
POBEPKU MHPOPMALIHH.

3. He pasroBapuBaiiTe ¢ HE3HAKOMBIMH JIIOJbMH TI0 TeJepOHY, C TOMOIIBIO
mecceHkepoB (Viber, Telegram u op.) 6onee 10-15 cexynn, eciu pedb UAET O Bamux (puHaAHCAX,
NePCOHATBHBIX JaHHBIX WM CPOYHBIX TPEOOBAHUIX COBEPIIUTH KaKHE-THOO0 ACHCTBUSI.

4. Huxomy HHM O] KaKMM TIPEIJIOTOM HE COOOIIaiTe:

o JIUYHDIL HOMEP NACNOpMA;

e peKsu3Umbl OAHKOBCKOU Kapmul,

o CVV/CVC-k00;,

o [IHH-x00;

o K0Obl uz SMS;

o JIO2UHBL U NAPOIU OM UHMEPHEM-OAHKUHA,

e KOObl NOOMBEPHCOCHUS U3 MECCEHOIHCEPO8.

5. He npuHuMaiiTe caMOCTOATENbHBIX PELICHNUH MO JaBI€HUEM, YTPO3aMHU, CPOUYHOCTHIO
WM SMOLIMOHAJIBHBIM BO3ACUCTBUEM (Hanpumep, Ko20da ymeepicoarom, umo 6l Cmaiu Oponom,
Qunancupyeme meppopucmos uiu 6am 2possam miopoMoll, d 6auum OIU3KUM — ONACHOCMbIO).
O0s3aTenbHO COBETYHTECH C TEMHU, KOMY JIOBEpsIeTe, U C Mpo(eccuoHanaMu B COOTBETCTBYIOIIECH
chepe (Haiioume Obicmpwvlli CNOCOO NO360HUMb, HANUCAMb, 0AMb UM O cebe 3Hamb U NOAYUUNb
06pamuy1o c:3b).

6. He BepbTe nokymMeHTaMm, npuciaHHbM B Viber, Telegram unu nqpyrux mMeccenmxepax,
Jla’ke eCJIM OHU AKO0OBI moanucanbl HarmoHanbHeIM 0aHKOM, IPAaBOOXPAaHUTEIbHBIMU OpTaHaMU
(ADP, KI'B, J[OM, KI'K, MB/]) u npyrumMu opUIHaIbHBIMU CTPYKTYpaMH.

7. He nosepsiite ¢poTo 1 BUJI€O Mt0AeH B popme, KOTOpbIe 0OpaliatoTces K BaM uepes Viber,
Telegram unm 1pyrue MECCEHKEPHI (UX 1e2KO N000enamy).

8. He noBepsiite rojgocam u BUJ1eon300paxkeHUsIM (aumeiikaM) poACTBEHHUKOB, JIpy3eH,
KOJIJIET, MOJTyYEHHBIM IO Tele(OHY WM Yepe3 MECCEHIKEPHI, TeM 0oJiee e€ClIi OHU BeIyT cels
CTpaHHO, HalyTaHbl WM TPeOyIOT (PMHAHCOBON MOMOIIU (UX 20710C U U30OPAICEHUE MOICHO
nooodenams). COpOChTE 3BOHOK U MEPE3BOHUTE UM CAMH 110 U3BECTHOMY HOMEPY.

9. He nmnpuHuMMaiiTe y4acTHe B TaK Ha3bIBAEMbIX «CIELHUAIBHBIX OIEPALUIX»
10 «CTIACEHHIO» ceOs, OMU3KUX WU JPYTHX JIIOJEH, 0 KOTOPHIX Bac MPOCAT HE3HAKOMBIE JIMIA
no TenedoHy unm yepes MHTepHer.

10. He mpousBoauTe «OOBICKM» WM HPOBEPKU KBApTUPBI MO YKA3aHUIO 3BOHSIIMX,
HE JIEKIapupyiTe HUKOMY CBOM COEpPEXEHUS U LIEHHOCTH.

11. Huxorna He nmepeaaBaiTe HaJIU4YHbBIC, BAIIOTY WIH JParol€HHOCTH TPETBUM JIMLIAM,
BKJTIOYAst KypbepoB, 10 YbMM-THOO yKa3aHWsIM — HE3aBHCHMO OT TOTO, HACKOJIBKO 3TO KaXeTCs
JIOTUYHBIM MU «KOHCTIMPATUBHBIMY.

12. He ydacTByiTE JIMYHO B MEPEBO3KE WIM MEPEMEIICHUN HAJIUYHBIX, MHOCTPAHHOU
BAJIIOTHl MM JParoleHHOCTEH IO TOpojay, BHYTPU CTpaHbl MM 3a €€ IpeAeibl — Jaxe eciu
NpeUIaraoT «3apaboTOK» WIIH MyTAIOT IMMOCIEACTBUSMH 32 OTKA3 OT COTPYAHUYECTBA.

13. Huxorna He odopmisiiiTe KpeauThl MO yKa3aHUIO TPeThbUX JHL. Eciau xe KpeauT
yke 0(hOpMIIEH, HE TIEPEBOANTE MOTyUYECHHBIE CPEJICTBA HA CYETA IIOCTOPOHHUX JIHII (10 YKA3AHUIO
sawux «0obpodicerameneiy).

14. He mepeBoauMTe Bamd  JIEHEXKHBIE  CpeAcTBa  (COEpexeHHs,  JICTO3UTHI)
Ha «0e30MacHbIe), «Pe3epPBHBICY, «CIELUAIbHBIE» WIN WHbIE CUETa, yKa3aHHbIE HE3HAKOMBIMU
JMIIAMHU.



15. He Bo3BpamaiiTe camMOCTOATEIBLHO JICHEXKHBIE CPEICTBa, SKOOBI OMMUOOYHO
NOCTYIMBIINE Ha Bally KapTy WM HOMep TenedoHa oT HezHakoMmieB. OOpaTtuTech B OaHK WU
K MOOMJILHOMY OIIepaTOpy 3a KOHCYJIbTAUSAMU U ITOMOIIBIO.

16. He nepenapaiiTe cBOM OAHKOBCKHE KapThl, CU€Ta W JOCTYIl K HUM JPYTUM JIHIIaM,
B TOM YHCJIE 32 ICHEKHOE BO3HAIPAXKICHNUE.

17. He cornamaiitech nojy4yaTh JE€HEKHBIE CPEICTBA HA CBOM CYET C MOCIEAYIOIUM UX
MIEPEBOJOM TPETHUM JIULAM.

18. He peructpupyiite UII nnu ropuanueckue Jiuia, He OTKpbIBaiiTe 0aHKOBCKUE cueTa
10 MPoch0€e MaNI03HAKOMBIX JTHOO0 MOCTOPOHHUX JIULL.

19. He ycranaBnuBaiiTe IO YKa3aHUI0 HEHU3BECTHBIX JIMI[ MPOTPaMMbl YJAJIEHHOTO
JIOCTYTIAa WX UHBIE PUIIOKEHHUS 110 HAIIPABICHHBIM CCBUIIKAM.

20. He pearupyiiTe Ha NpEAJIOKEHUS «JIETKOTO 3apabOTKa», CBSI3aHHBIE C MEPEBOJIOM,
OoOHaJMYMBAaHUEM WIH TPAH3UTOM JCHEKHBIX CPEJICTB.

21. He odopmistiiTe 10BEpEHHOCTH Ha HE3HAKOMBIX JIMLL HJIU 110 TPOCHOE MaI03HAKOMBIX
JIOIeH Ha OTKPBITHE OT Balllero MMEHU OAHKOBCKUX CUETOB, COBEPILIEHUE (PUHAHCOBBIX ONEpaluii
WIH IIPEIOCTABJIEHNE AOCTYIA K BAlIUM CUETaM, HE BBIE3KAUTE [UIsl TOTO 3a MPEEIIbl CTPaHsbl.

22. He BHOcuTe mipeAomyiaTy 3a TOBapbl WM YCIYyTd, OCOOEHHO HEJI0pOorue,
npeiJiaraeMble yepes coluaibHble cetu (Instagram, Telegram u Opyeue). D10 4acThlii crocod
MOIIICHHUYECTBA.

23. He yuwacTtByiiTe B pO3BITpbIIIAX, JIOTEPESIX M aKUUsAX, WH(POpMAIMS O KOTOPBIX
nocTynwia BaM MO 2eKTpoHHOM mnoutre, CMC wumum B MecCeHKepax OT HE3HAKOMBIX
OTIIpaBUTENEH, 0COOEHHO €CIH /s HOIYUYEHUs «Ipu3a» TpedyeTcs BecTH OaHKOBCKHUE PEKBU3UTHI
VI TaHHBIE NTACIIOPTA.

24. He oTkiMkaiiTech Ha NpeANIOKEHHUS yJaleHHOW paboTsl B WHTepHere, eciau uis
TPYIOYCTpPOICTBA Bac MPOCAT aBTOPU3UPOBATHCS YEPE3 HEU3BECTHBIE CANThHI, BBECTH OAHKOBCKHE
JJaHHbIE, BHECTH B3HOC.

YACTDB I1. UTO HYKHO JAEJIATDH

1. Bcerna mpoBepsiiTe MH(OpPMAINIO, OTHOCUTECh K HEH KpuTHUecku. Eciau 3BOHSAT
u3 0aHKa, MIJIUIUH, CIEICTBEHHOTO KOMHUTETa, IPYTHX CTPYKTYP — PE3KO 3aBEPIIUTE Pa3roBOp,
nepe3BoHuTe B 102 MM caMOCTOATENbHO MO O(QUIMATBHOMY HOMEpPY OpraHH3allld, KOTOpbIe
Jerko Haiitu B MHTepHeTe Ha opuIManbHO caifte. 3amoMHuTe: coTpyaHuku Muwinnuu, KI'K u
JIPYTUX TOCOPTraHOB HHUKOTJAa HE 3BOHAT B MECCEHDKEepax ¢ TpeOOBaHUSMH Ha3BaTh KOJIbI,
NIEPEeBECTU JCHBTY WIH «TIOMOYb B CIICIIUATBHOMN OMepaIim.

2. KpuTudyeckn OTHOCHTECH K JIIOOBIM  MPENJIOKEHUSIM  <JIETKOro  3apaboTKay.
[IpennosxeHus MOyIUTh IEHBI'H HA CBOU CUET, 0OHATMYUTH UX, IEPEBECTH TPETHHUM JIUIIAM [TOYTH
BCETr/la BOBJIEKAIOT B IPECTYMHYIO JESTEbHOCTD.

3. Ilpy BO3HMKHOBEHMM TIOJO3PEHHUH, YTO B OTHOLIEHWM Bac COBEPILIAIOTCS
MOILIEHHUYECKHE JIEHCTBUS, HE3aMeATUTENIbHO PUHUMANTE CIeAyIOUIIE MEPHI:

e 3a610KuUpylime OAHKOBCKYIO Kapmy dyepe3 MOOULbHOe NPUNONHCEHUe UU N0 MelehOHy
2opsyeti TUHUY 6AHKA, a MAaKwice C80U OAHHbLE 8 MENCOAHKOBCKOU cucmeme uoeHmuukayuu,

* CMeHume naponu;

e obOpamumecs 6 OAHK ¢ 3as6]eHUEM O HeCAHKYUOHUPOBAHHOU Onepayuy Uiy nonvimre
ee cosepuleHusl;

e CcooOWume 0 NOOO3pUMeENbHLIX Oeticmausix no meaegorny 102 unu 6 opuyuarvHwvll Yam-
oom MBJ] ¢ Telegram «Muvl 6cezoa psoom»;

e nodatime NUCbMEHHOE 3AA6/IeHUE 8 NPABOOXPAHUMETIbHbIE OP2AHbI.

4. ITpoBepsiiiTe CCBUIKM W aJpeca CAalTOB TMEpel BBOJOM IEPCOHATBHBIX JIAaHHBIX,
UCIIONB3YHTE Takke OQUIMaIbHble MOOWIbHBIE mpuiiokeHuss OankoB. Ilpum mokymnkax
B MlHTEepHETE IpOBEpANTE NOIMHHOCT pecypcea.

5. Ucnonw3yiiTe 6a30BbIe MEPHI 3aIIUTHI PU padoTe ¢ OAHKOBCKUMHU KapTaMU:

e gKIIOYAlimMe 08YX(AKMOPHYIO aymeHmupuKkayuo;

e ycmauasnugatime IUMUMbL HA NEPE8oObl U CHAMUE HATUYHDLX,

e nookmoyatime SMS- unu push-yseoomnenus 060 écex onepayusx no cuemam,



6. «Paznensiite» EHEKHBIE CPEICTBA:
OCHOBHble HAKONIEHUs XpaHume Ha 0moelbHOM cueme (Kapme);
OJ151 MEKYWUX pacxo008 UCNOb3ytime Opyeoll cuem (kapmy),
0/15 OHIAUH-NAAmMed Ccell NPUMEHAIMe OMOENbHYI0 KAPM).

7. JloroBopuTech ¢ OJM3KUMH 00 MCIIOJIB30BAHUN KOJOBOT'O CJIOBA HUIM BOIIPOCA, OTBET
Ha KOTOPBIH U3BECTEH TOJBKO WieHAM Ballel ceMbu. [Ipu momydeHnn mo103puTenbHBIX 3BOHKOB
WJIH COOOIICHHI OT IKOOBI POJICTBEHHUKOB UCTIONB3YHTE TaKHE MMPOBEPOUHBIC BOITPOCHI.

8. 3amumiaiiTe CBOM MepcoHaIbHbIC JaHHBIE:

e He nyoauxyume u He nepecwvliaime gomozpaghuu nacnopma;

e He 6bIKIAOblalime 6 COoyudanbhvle cemu OOKYMEHMbl, 8 KOMOPbIX COOePHCAMCS
nepconanvivle oantvle (PHO, nacnopmuvie danuvie u m.o.);

e oOcpanudusaiime 0OCMyn K IUYHOU UHDOPMAYUU 8 COYCEMSIX.

9. Obyuaiite 61M3KNMX OCHOBaM (pMHAHCOBOM rpamMoTHOCTHU. [lepuonndecku obcyxaaiite
TUTTUYHBIE CXEMbI MOIIICHHUYECTBA C MOKUIBIMUA POJCTBEHHUKAMH H IMTOAPOCTKAMH.

Oco0oe BHUMaHUE yIETUTE AETAM: OOBSICHUTE UM, UTO HEJIb3s1 00LIAThCs C HE3HAKOMIIAMU
B MECCCH/DKEpax, yCTaHABIMBATH IPUIIOKEHUS 10 UX TIPOCKOE WIIN TepeAaBaTh JCHBIM KyphepaM,
a Takke MEepeBOJAUTh UX MO NPEIONKEHHONW TPEThUMH JHUIaMH WUHCTpyKuuu. Eciu pebeHox
CTOJIKHYJICS C TIOJJO3PUTEIHHBIMU COOOIICHUSIMHA — OH JIOJDKCH HEMEIJICHHO PaccKas3aTh 00 3TOM

POAUTCIISAM.



NAMATKA NO ®PUHAHCOBOW FMIr’MEHE

MNoapobHas Bepcus no 6nokam: yrpo3bl, Npu3Hakn obMaHa, npasuna noBegeHus, AeNCTB1S Npu
NHUMOEHTE
Pecnybnuka Benapychb * 2026

FmMaBHOe NnpaBuMNo Bcer NaMATKN
He genictByrite nog gaeneHnem. CHayana oCTaHOBUTECH, 3aTEM NPOBEPbTE MHOPMaLNI0 Yepes orumanbHbIn

KaHan v HOCOBeTyVITer C YeJiloBEeKOM, KOTOpOMY OoBepdeTe.

lNamsmka npedHa3HayeHa 0511 WKOIbHUKO8, podumerieli, nedazoe208, 83p0C/biX epax0aH U rnoxusneix moded. Tekecm HarnucaH
npocmsbiM 5i3bIKOM. IHgbopmayusi o 3akoHax 0aHa Kak OpUeHMUP U He 3aMeHsIem KOHCYIbmauyuto ropucma. AKmyarsbHble
pedakuyuu Hopm rposepsitime Ha pravo.by.

[MogpobHas namaTka no pmHaHcoBon rurneHe « Pecnybnuka benapyce * 2026



Kak nonb3oBaTbcA NamATKOMN

e Yutante He TOMNbKO CBOW pa3gen. MoweHHNYecKkne CxemMbl HacTo CMELLMBAIOTCS: 3BOHOK 13 “6aHka” moxeT
3aKOHUYNTBLCS KpeauToM, nepeaadent HanmyHbIX, YCTaHOBKOW YAanéHHoro AocTyna unu BoBreYeHnem B
AponnepcTso.

e Kaxgpbin 610K NOCTPOEH OAMHAKOBO: FAe ONaCHOCTb, Kak eé pacno3HaTb, YTO Henb3sa AenaTb, Kak NocTynuTb
npaBuUNbHO, YTO AenaTtb, eCnn owmnbKa yxxe npomsoLuna.

e Pacneyatarite KOPOTKUE YEK-NUCTbI U3 KOHLIA AOKYMEHTa 1 pasMecTute AomMa, B knacce, kabvHeTte, obLexuTmn
unm Ha paboyem mecTe.

e [1na cembu nonesHo BbibpaTbk KOQOBOE CMOBO W 3apaHee JOroBOPUTLCS: KPYMHbIE NepeBoabl, KpeanTbl 1
nepegavda Hanu4HblX HUKOrAa He AenatoTcs 6e3 NPpoBEepPKU BTOPbIM YENOBEKOM.

B/1OK 1. YHuBepcanbHble npaBuaa ¢puHaHCOBOM 6e30nacHOCTH

MpaBwuno “lMay3a — lNpoBepka — CoBeT”
I'Iay3a: HU4Yero He HaXxnmaTtb U HE NepeBoOaANTb. I'IpOBepKa: NO3BOHUTb NO ocbmu,maanomy HOMeEDpY. Coser:
obcyanTb ¢ 6nnsknm, poguTenem, yuutenem, 6aHkom, ropnctom mnm 102.

1.1. Y10 Henb3Aa coobw,aTb HUKOMY

e kogpbl n3 SMS, push-yBegomMmneHun, NpunoxeHns-ayTeHTndmkaTopa;

e [IMH-koa, CVV/CVC-kon, cpok AeNCTBUS KapTbl, MOSTHbIE PEKBU3UTLI KapThbl;

e  [OrMHbI, NAponu, KogoBble crioBa GaHka, OTBETbI HA CEKPETHbLIE BOMPOCHI;

e [MYHBIA HOMep nacnopTa, boTo/CKkaHbl AOKYMEHTOB, cendu ¢ nacnopTom 6e3 3akOHHOWM Y MOHATHOW NPUYKHbI;
e koAbl Bxoaa B Telegram, Viber, WhatsApp, anekTpoHHyto nouTy, couceTu;

e [aHHble 04 BXOOa B MHTepHeT-GaHK, MCWH, QINIEKTPOHHbIE N BUPTYalibHbl€ KOLWETTbKN, KDUMNTOKOLUETTBbKU,
e KOAbl AnaA NpUBA3KMN HOBOIO yCTpOVICTBa, BOCCTaHOBJ1EHUA NApPOSid, noATBEepPXAEeHNA KpeanuTa Uin nepesoja.

1.2. YT0 fONXKHO HACTOPOXKUTb Cpa3y

Mpwu3Hak
CpoyHOCTbL: “NpsiMO cenvac
MUHYT"

,‘yBac 5

YT0 3TO 3HAUUT
Bac nuwwaoT BpeMeHn Ha NpoBepKy.

lMpaBunbHas peakums
OcTaHOBUTLCS. 3aBepLUUTL Pa3roBop.
[NpoBepuTb OTAENBHO.

CekpeTHOCTb: “HMKOMY He roBopuTe”

Bac n3onupyoT oT nomoLLy 6n3KmX.

O6s3aTenbHO pacckasaTb JOBEPEHHOMY
YeroBeky.

Crpax: “yronoBHoe geno”,

“kpeauT”, “Teppopuam”

00bbIcK”,

[aBneHne Ha amoLuK.

He cnoputb, He onpaBapbIBaThCS, 3BOHUTL
102/ocbmumanisHo.

Bbiroga: “nérkme geHbrn”, “6e3s onbita
10 MuHyT”

» o«

, “3a

Bo3moxHoe BoBneveHune B cxemy.

OTkasaTbCs M NokasaTb nepenucky
B3pOCMOMYy/CrieLuanmcry.

Mpocbba ycTaHOBUTbL NPUNOXeHue

MoxeT 6bITb yaanéHHbIN AOCTYN Unn
BUpYC.

He yctanaBnusaTtb. [poBepsATb Yepes
oduumanbHbIN MarasuH.

Mpocbba Ha3BaTb kop,

Kop noutu Bceraa oTkpbIBaeT AOCTYN UNv
noaTBEpPXKAAET onepauuio.

He HasbiBaTb HMKOrAa.

[eHbru yepes Bawly kapTy

Bawu c4ET MOXET cTaTb YacTbio
NPECTYNHON LIEMOYKH.

He NpuHMMaTb N He NnepeBoAUTb.

1.3. MMHMMaNbHbIN HAabop HacTpoeK 6e3onacHoCTH

O YBegomneHusa o6o Bcex onepaunax no Kaptam n cHeTam BKITHOYEHDbI.

O JTumuTbl Ha nepeBodbl U CHATUE HalMN4YHbIX YCTAHOBJIEHbI.

O [lnst oHNanH-NoKynoK eCcTb OTAeNbHasi kapta ¢ HebonbLnm GanaHcom.

O Ha tenedoHe ctouT naponb/6uomeTpus, SIM-kapta 3awuiieHa PIN-kogom.

[MogpobHas namaTka no pmHaHcoBon rurneHe « Pecnybnuka benapyce * 2026




O Maponu k 6aHKy, No4Te U MecceHaKkepaM pasHble.

O OByxdakTopHas 3awuTa BKIoYeHa B Nnoyte, 6aHke, MecceHkepax, COLCETSIX.

[0 AKTMBHbIE Ceccun 1 NpuUBs3aHHbIE YCTPOMCTBA NPOBEPSIOTCA HE pexe pasa B MecsL,.

[0 B ceMbe ecTb KOAOBOE COBO 41151 CPOYHbIX MPOCLO O AeHbrax.

B/1OK 2. 3BOHKM “u3 6aHKa”, “munnuun”, “CnepcrseHHoro komurera”, “HaubaHka”

2.1. T'pe onacHoOCTb

e MoweHHUK npeactaenseTca coTpyaHMkom 6aHka, munuumm, KK, KI'b, CnegcreeHHoro kommteTa, HaubaHka,
HanoroBown UM ModMIbLHOro onepaTopa.

e  OH MOXeT 3HaTb Balle ums, 6aHK, YaCcTb HOMepa KapTbl, agpec, MecTo paboTbl. ATO He AOKa3bIBAET, UTO 3BOHOK
HaCTOALLMI: AaHHbIE MOITIM NoNacTb B YTEYKY MUIM ObiTb B3ATbI N3 OTKPbITbIX MCTOYHMKOB.

e Llenb — 3acTtaBuTb Bac Ha3BaTb KOA, YCTAHOBUTb NPUIOXeHUe, 0hOpMUTbL KpeauT, NepeBecTy AeHbru, nepejatb
Hanu4yHble Kypbepy unu “nomMoYb CreacTBuio”.

2.2. TunnyHble cueHapumn

CueHapun
“Mopo3puTtenpHas onepauns’”

YT1o roBopAT
“Cenyac c Balleu KapTbl CNUCbIBAOT
neHbrn. Hasosute kog, YTobbl OTMEHUTL”.

Y10 XOTAT NONy4nThb
Koa noaTsepxaeHus nepesofa/Bxoaa.

“Ha Bac odopmnistoT kpegut”

“Hy>XHO CpPOYHO OCHOPMUTE BCTPEYHbIN
KpeauT 1 NnepeBecTn AeHbr Ha pe3epBHbIN
CYeT”.

KpeauTtHble AeHbrM, KOTOpbIe NOTOM
UCYE3HYT.

“Cneuonepauus’

“Bbl nomoraeTe novimaTb NPECTYNHUKOB.
Hukomy He roBopuTe”.

M3onsumo oT 6nmMsKMX U KOHTPONb Haj,
NEenCcTBUAMMU.

“Bbl ctanu gponom”

“YT106bI fOKa3aTb HEBUHOBHOCTb,
nepeBeauTe AeHbrM/HA30BUTE AaHHbIE”.

[leHbrn 1 4ocTynbl Nog CTPaxom
OTBETCTBEHHOCTMW.

“NpoBepka kBapTMpbl”

“‘Hanaute HanuyHble, 30M10TO, AOKYMEHTbI.
Cewvac npueget Kypbep”.

HannuHble, BanwTy, AparoueHHOCTU.

“lMomoLLb pOACTBEHHUKY”

“Baw cbiH/goyb nonanu B A TI, cpoyHo
HY>KHbl OeHbIN”.

BbicTpbI NepeBog unun nepegady
HanyHbIX.

2.3. Y1o Henb3a genartb

e He NpogosmkaTb pasroBop no ¢omMHaHcoBbIM Bonpocam gonblie 10-15 cekyHg;
e He noATBepPXAaTb JIMYHbIE JaHHbIE “OS1si NPOBEPKN NIMYHOCTU;

. He Ha3blBaTb KOAbl N Naposnu;

e He ycTaHaBnMBaTb NpOrpaMmbl yaanéHHoro JocTyna;
e He BK/MOYaTb AEMOHCTPaLMIO 3KkpaHa BO BpeMsi BxoAa B GaHK;
e He 0hOpPMNATb KPEAUTbI U KapTbl MO yKa3aHWIO 3BOHSILLETO;

e He NepeBOAUTb AeHbM Ha “Ge3onacHble”, “pe3epBHble”,

” ” o,

L] He nepenaBaTb HallM4HbIE KypbepaM,
. He Bble3XaTb K 63HKOMaTy unu B 6aHK no YKa3aHutio Hen3BeCTHOrO.

2.4. KaK npaBuabHO

aorwbd-=

3aBepwnTb 3BOHOK. He cnopuTb 1 He foKasbiBaTb.
CamocToaTenbHO OTKPbITh 0dmLManbHOE NpunoxeHme 6aHka unm cant 6aHka.
[Mo3BOHUTE NO HOMepPY ¢ HaHKOBCKOW KapTbl UK obunLMansHOro canTa.
Ecnun 3ByunT yrposa yronioBHoro gena — 38oHUTb 102 unu ngtu B bnwxaniiee nogpasgeneHne Munnuun.
CoobLwmnTL 6rIM3KoMy YenoBeky, 0COOEHHO ecrv Bac NPOCUIM “HUKOMY He FrOBOPUTL”.

TpaH3UTHbIE” cYeTa;
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B/1OK 3. MecceHaXepbl, coucetn, aundeinkm u nogaesnbHble AOKYMEHTbI

3.1. MecceHAaXepbl KaK 30Ha pUCKa

B Telegram, Viber, WhatsApp n couceTax nerko noggenatb UM4, poTo, OMMKHOCTb, JOKYMEHT, nevatb, opMmy,
aBaTtap v Jaxe rosoc.

CoobuieHure “oT anpekTopa”, “oT yumtens”, “oT poacTBeHHMKa”, “oT 6aHka” MoXeT BbITb OTMPaBIIEHO CO
B3ITOMaHHOIO akKayHTa.

daiin ¢ Ha3BaHueM “noctaHoBneHune.pdf’, “noBecTka”, “aoroeop”, “yek” MoXeT ObiTb BP€4OHOCHbLIM UITM BECTU HA
(OULLMHIOBYIO CTpaHULy.

3.2. Aundeiikn

Ounndelik — nogaenbHbIN rofnoc, n3obpaxeHne Unv BMaeo, co3gaHHble ¢ nomoubio VA,

MoLlueHHuKaM JOCTaTO4YHO KOPOTKMX BUAeo/ayamo us couceten, YTobbl UMUTUPOBATL roNioc.

OcobeHHO onacHbl 3BOHKM sIKOObl OT pebEHKa, poanTens, Apyra, Konern unm pykoBoaAUTenNst ¢ Npocb0on CPpoYHO
nepeBecTn OEHbIW.

[Oundbenk 4acTo conpoBoXgaeTcs MNAOXON CBA3bIO, NiayeM, LWyMOM, CMEeLLKOn, 3anpeToM nepesBaHnBaTh.

3.3. 3awuTa ot AundenKkos

O EcTb cemelntHoe KOAOBOE CMOBO.

O Mpwu ntobori cpovHon Npocbbe 0 AeHbrax Nepe3BaHMBaeM Mo CTapoMy U3BECTHOMY HOMEPY.
[0 3agaém NpoBEpPOYHbIN BONPOC, OTBET Ha KOTOPbLIN HEMNb3s y3HaTb M3 COLICETEN.

O He Bepum Bugeo n poto B hopme 6e3 npoBepkn opmLmanbHbIM KaHanom.

O He nybnukyem nuwHue ayano/Buaeo ¢ rornocom getemn n 6nmskux.

3.4. NMoppenbHble [,OKYMEHTDI

CKpUHLLOT yAOCTOBEPEHUS, NprKasa, NOCTaHOBMNEHUS, neyaTn unm “nucbma HaubaHka” B MecceHaxepe He
ABMNSETCA AOKa3aTeNbCTBOM.

[okyMeHTbl MOryT 6bITb HAPUCOBaHbI, CKINEeeHbl U3 HACTOSALWMX 06pasLoB nnu creHepuposaHsl NA.

Ecnu gokymeHT TpebyeT CpOYHO nepeBecTn AeHbrv, Ha3BaTb KOA, YCTAHOBUTL NPUITOXEHWUE NN COXPaHUTL BCE B
TanHe — 3TO Npu3HaK obmaHa.

BJIOK 4. baHKOBCKME KapTbl, cyeTa, nepeBobl U Ha/IMYHbIE

4.1. Kapta — 3TO He NpOCTO NAACTUK

KapTa cBsizaHa c BaluMm CHETOM W Ballel NMYHOCTLIO. Bce onepauum octaBnstoT cneg.
Mepepaya kapTbl “Ha Bpems”, “poacTBEHHMKY”, “paboTogaTento”, “nokynartento”, “kypaTopy” MOXeT NPUBECTU K
GNOKMPOBKE U paccrefoBaHuLo.

[axe BUpTyanbHasi kKapTa U pekBu3nuTbl 6e3 hrU3NYEeCcKoro niacTvka MoryT gatb AOCTYN K ornepauusm.

4.2. Henb3a

nepegaBaTb KapTy, PEKBU3UTBI, POTO KapTbl, CVV, NMUH;
OTKpbIBaTb CYET MIM KapTy No npocbbe TpeTbux nuL;

AaBaTb JOCTYN K UHTEPHET-6aHKy Unmn aNeKTpPOHHOMY KOLLENbKY;
nonyyaTtb YyXXve OeHbr1 Ha CBOW CYET U NepeBoanTb Aanblue;
CHMMaTb YyXxue geHbrm B 6aHkomare;

NpoBOAMTb “TECTOBbIE” NEPeBOAbl MO MHCTPYKLMMK;
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e BO3BpallaTb ‘OLIMOOYHbIN NEPeBOA” HA HOMEP/KApPTY, KOTOPbIE HAa3Bar HE3HAKOMEL;
e  0OMb30BaTbCS YYXXON KapTon 6e3 MOHATHOro 1M JoKa3yeMoro cornacus BnagenbLa.

4.3. Ownb0ouHbIN NepeBos,

Kak npaBUnbHO BepHYTb OLUMOGOYHO NOCTYNUBLLUNE AEHbLIU
He nepeBoauTte aeHbru no npocbbe otnpasutens. Obpatuteck B 6aHK UK kK MOGUNbHOMY onepaTopy. [MycTb
BO3BpaT odhopMnsieTcs odmumansHo.

4.4. HannuHbie n Kypbepbl

e He nepemaBanTe geHbru, BantoTy, 30/10TO, YKpaLLEHWs], LOKYMEHTbI “Kypbepy 6aHka”, “CoTpyaHnKy Munuumn’,
“apBOKaTy POACTBEHHUKA”.

¢ He nepeBo3unTe Hanu4HbIe NO ropoAy, CTPaHe UNu 3a rpaHuLy Mo Yy>KoMy 3a4aHuio.

e He cornawantecb 3abpaTb OEHbIM y NOXUIOrO YernoBeKka 1 MNONOXUTb NX Ha KapTy/KpUNTOKOLLENEK. OTO MOXET
ObITb OOHaNU4YMBaHMe AeHer XepTBbl MOLLUEHHNYECTBA.

e He BbinonHante 3aganusa “nogoviam k 6aHkomarty”, “nononHu kapTty”, “pasberi cymmy Ha yacTu’, “He roBopu
Kaccupy npasgy”.

4.5. be3onacHaA opraHM3auma CBOUX AeHer

e  OCHOBHblE HaKOMJIEHUSA XpaHUTE OTAENbHO OT KapTbl €XXeAHEBHbIX PACXOAO0B.

e [Ins HTEPHET-NOKYMOK UCMOJSIb3yNTe OTAENbHYIO KapTy C FIMMUTOM.

e [1ns KpynHbIX CYMM BKNtOYaNTE AOMNOMHUTENBHbIE NOATBEPKAEHUS U IMMUTI.

e He xpaHuTe BCe AeHbrM B 0AHOM BaHke/Ha OOHOW KapTe, ecriv 3TO CO34aET ANd Bac PUCK NOSTHOW NOTEpU
gocrtyna.

e PeryngapHo nposepanTe onepalum n yBegoMeHu s,

B/1OK 5. KpeauTtbl, paccpoyku, MMKpO3aiiMbl U A0/roBble JIOBYLUKU

5.1. OcHOBHbIe ONacHOCTU

e Kpeaut, odopMIIEHHBbIN Ha Bac, 0683aHHOCTb NNaTUTbL CO34aET ANs Bac, @ He ANs TOro, KTo “nonpocuin nomoyb”.

e  MoleHHUKM 3acTaBnsAlT opopMUTL KPeaUT “ans 3awuTbl”, “ons oTMeHbl”, “ansa npoBepkn”, “Ansa cneuonepaumun’.
9710 0bMmaH.

e  Mukpo3salMbl M paccpoYkM MOTyT KasaTbCsl HEGOMbLUMMM, HO HECKOMbLKO MENKUX A0MroB ObICTPO NpeBpallarTcs B
KPYNHYIO Harpysky.

e [lepekpeoutoBaHue 6e3 nnaHa YacTo ycyrybnset cutyauuio.

5.2. Nepepg nobbim KpeanuTom NpoBepbTe

O MoHnmato NonHyto cymmy nepennaTsbl.

O MnaTtéx He noMaeT MoK exxeMecsa4HbIN OloaKeT.

[0 EcTb pe3epB xoTsa 6bl Ha 1-3 MecsiLa nnaTexen.

OO0 Kpegut He ochopmnsaeTcs nog AaBreHneM 3BOHSILLETO UM 3HAaKOMOTO.
O A He Bepy AeHbrn ons nepegayn TpeTbeMy nuuy.

O JoroBop, cTaBka, KoMuccumn 1 wtpaddbl NpOYMUTaHbI.

O EcTb nnaH, 13 kaknx JoxoAoB OyaeT norawieHue.
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5.3. Ecam KpepuT yxKe 0bopMUAn Nog AaBieHUEM

6. He nepeBoauTe NonyyeHHble OEeHbIV Aarnblue.

7. Cpasy cBshkuMTeChb ¢ 6aHKOM 1 coObLLMTE O MOLLEHHNUYECKOM AaBIEHUN.
8. Tlonpocute 3abnokMpoBaTtb onepaunn, ecnmn BO3MOXHO.

9. CoxpaHuTe 3anucu, CKPUHLLIOTbI, HOMepa, Nepenuncky.

10. O6paTtutech B 102 1 nogaite 3asiBrieHne.

B/1OK 6. Caitbl, ccbinku, QR-Koabl, npunoxeHua n Wi-Fi

6.1. dDnwinHr

e  OUWKWHr — nogaenbHas cTpaHuua, KoTopasi cobupaeT NorvHbI, Naponu, KoAbl U AaHHbIe KapT.

e Ccbinika MOXeT NpuiTK OT “OaHka”, “noyTbl”, “0ocTaBkn”, “HanoroBon”, “mapkeTnnenca”, “npogasua’,
“pabotoparens”.

e Agpec canta MOXeT OTNn4aTbCA 0aHOM OYKBON, NMULIHMM AedUCOM, CTPaHHOW 30HON JOMEHA UITN NMOXOXNUM
Ha3BaHneM.

6.2. QR-pnwmHr

e QR-KOg MOXeT BECTU Kya YrogHo: Ha onnary, ganbLUMBbI CaliT, YCTAHOBKY NMPUIIOXKEHUS, MOAMNUCKY, NepeBos
O€EHer.

e OnacHbl QR-kO4bI Ha HakKnenkax B Nogbe3aax, TPaHCNopTe, Ha 00bABNEHNsX, “WTpadax”’, NMcbMax, Nockinkax, B
yaTax.

e [locne ckaHMpoBaHWA Bcerga CMOTPUTE apec canTa A0 BBoAA OaHHbIX.

e Ecnu QR-kog npocut BBectu kapty, CVV, kog n3 SMS nnu naponb — OCTaHOBUTECH.

6.3. NogaenbHble NPUNOXKEHUA U YAANEHHBIU JOCTYN

e ®anin APK, NnpycnaHHbIi B YaT, MOXET ObiTb BUPYCOM.
e [lpunoxeHue yganéHHoro 4ocTyna no3BomnsieT BUAETb IKPaH U ynpaBnsATb yCTPONCTBOM.
e [leMOHCTpauus 3KpaHa BO BpeMs Bxoga B 6aHk MOXET packpbiTb 6anaHc, SMS, push-koabl n onepaumm.

e baHk He TpebyeT yctaHaBnmBaTb AnyDesk, TeamViewer, “3awmTHbii Mmogynb”, “antnempyc MBL”, “npunoxeHne
npoBepKn”.

6.4. Npasuna yndposoit 6esonacHoCTU
O OTkpbiBato HaHK TONbKO Yepes oduLManbHOE NPUITOXKEHNE U BPYYHYIO BBEAEHHLIN agpec.
O He nepexoxy no cceinkam 13 nogo3puteneHbix SMS, nucem n 4aToB.
O NpoBepsto gomeH canTa nepen BBOAOM AaHHbIX.
O He ycTtaHaBnuBato NpunoxxeHnsa BHe ouLmanbHbiX MarasmHoB 6e3 HeobXxoaMMOCTU N MPOBEPKM.
O He ucnonekayto nyénuyHein Wi-Fi gns 6aHkoBckux onepaumii 6e3 3awwmThbl.
O PerynsipHo o6HoBRsto TenedoH, 6pay3ep, 6aHKOBCKME MPUITOXKEHMS.
O Yoansio npunoXeHns, KOTOpbIMU He NOSIb3YHCh.

O He noateepxaato HeoxumaaHHble push-3anpockl Ha BXOA.
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BJ/1IOK 7. NMaponu, nouta, mecceHAXepbl U aKKAYHTbI

7.1. Nouyemy nouta 0co6eHHO BaXKHa

e Yepes aneKTPOHHYI0 NOYTY YacToO BOCCTaHaBMNMBAIOT Naponm ot 6aHka, couceTen, MapKeTnnencos, rocycryr u
paboymx cepBMCOB.

e Ecnu mowweHHMK nonyynn gocTyn K NoYTe, OH MOXET MEHSITb Naponu, YiTaTb Y€K, HaxoauTb OOKYMEHTH,
y3HaBaTb BalUW KOHTAKThI.

e [loyTta gomkHa MMeTb CaMbli CUSTbHbIN NAPOSib U ABYXAAKTOPHYHO 3aLLmTy.

7.2. NpaBuna naponeu

¢ He ucnonbe3ynte ogmH naponb AN pasHbIX CEPBUCOB.

e He ncnonbaynte gaTty poXxaeHus, M4, Homep TenegoHa, Knudky nutomMua.

o Jlyywe gnvHHas naponbHas pasa, YeM KOPOTKUIA CIIOXKHbBIA Naporb.

e XpaHuTe naponv B MeHexepe naponeun unu B gpyrom 6esonacHom mMecTte, a He B 3aMeTKax 6e3 3awuThbl.
¢ MeHsanTte naponb cpasy, ecnu 6bin NOAO3pUTENbHbBIN BXOA UMK yTeuka.

7.3. MecceHAaXepbl

e He cooGwanTe kop Bxoga B Telegram/Viber/WhatsApp. 3To paBHO nepenave akkayHTa.

e  BknounTe AByxaTanHyto NPOBEPKY B MECCEHOXKEpPAX.

e [IpoBepsWTe aKkTUBHbIE YCTPONCTBA M 3aBepLUanTe HeE3HAKOMblE CECCUN.

e Ecnu akkayHT B3nomanu, npegynpeamnte KOHTaKTbl: OT BaLLero MMeHW MOryT NpoCUTb AEHbIN.

B/1OK 8. UHTepHeT-NOKYNKKU, 06bABNEHNA U A0CTaBKa

8.1. l'ae yawe o6maHbIBalOT

e couceTu U MecceHpkepbl 6e3 oduLManbHON NNOLWanKu;
e 00bSABNEHMS C 0MEHb HU3KOW LIEHOW;

e  CTPaHMLbI-KMOHbI U3BECTHbIX MarasuHoB;

e nopaenbHble CNyx0bl JOCTaBKY;

e (panbwmBas “besonacHas caenka’;

e npepgonnaTa 3a TOBap, KOTOPOro HET;

e BO3BparT AeHer Yyepes “CCbiNKy Ha nony4vyeHue”.

8.2. Yto Henb3A genartb NOKynarento

o BBOOUTb AaHHbIE KapTbl MO CCbIJ1IKe OT NnpoaaBLa;

e coobuwaTb koabl U3 SMS ana “nonyyeHus aeHer”;

e MepeBOAMTb NpegonnaTy He3HakoMLy 6e3 NpoBEpPKY;

e yXoOouTb U3 oULManbLHOro YaTa NoLaaku B MECCEHDKEP, ECNY NIoLagKka npeaynpexgaeT 00 onacHocTy;
e BEPUTb CKPMHLLOTY NacrnopTa npodaBua Kak rapaHTUn — OOKYMEHTbI TOXe NOAAENbIBAOT.

8.3. YUto Henb3a genatb npoaasLy

e nepexoauTb MO CCbIfke “Nony4nTb onnaTty” OT NokynaTens;

e BBOAWTb AaHHble kKapTbl, CVV n SMS-kog anga 3auncneHus OeHer;

e OTNpaBnsATb TOBap OO0 NOATBEPXKAEHHOW onnaTtbl B 6€30nacHOM KaHarne;
e coobLaTe NOKyNaTento NULWHUE NePCOHanbHbIE AaHHbIE;

e CKauMBaTb “NPUIOXKEHNe AoCTaBKK” U3 vaTa.
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8.4. be3onacHasa NOKyMNKa

O MpoBepsito NpogaBua, OT3bIBbl, AaTy CO34aHNs akkayHTa.

O CpaBHuBalo LEHY C PbIHKOM.

O Mcnonb3yto odumumanbHble cnocobbl onnaThl NAOLWAAKK.

O He BBoxxy CVV/CVC n SMS-koabl And Nony4YeHus OeHer.

O CoxpaHsito Nepenncky, Yeku, oGbABNEHUS 1 Tpek-HoMepa.

O Mpu comHeHnn BeIGMpato onnaTy Npu NOSyYeHUn UK NMYHYI0 BCTpeYy B 6e3onacHom mecTe.

B/1OK 9. YpanéHHana pabota u BaKkaHcumn

9.1. Kak BbIrnagnUT onacHaa BakaHcusa

®Ppas3a B BakaHCUM
“Bes onbiTa, 500—-2000 py6nen B geHb, 10
MUHYT"

OnacHocTb
BepomHo, He3aKoHHas cxema unm obmaH.

YTo penatb
He OTKNUKaTbCA, NPOBEPUTL KOMMNAHUIO.

“HyHO NpUHMMaTb AeHbIM Ha KapTy U
OTNpaBnsATb AanbLie”

[ponnepcTBo/TpaH3UT AEHer.

OTkazaTtbcs.

“OchopmuTte KapTy/KoLENEK/aKKayHT, Mbl
Oyanem nonb3oBaTbesa”

Mepenava pgoctyna k hyHaHCOBOMY
MHCTPYMEHTY.

He ochopmnaThb.

“KynuTte KpunTy Ha AeHbrn KnneHTa”

B0O3MOXHbI BbIBOA, NPECTYNHBLIX AEHET U
HapyLleHve NpaBui onepauuii ¢ TOKeHaMMU.

He yyactBoBaThb.

“Onnatute
0oby4eHue/cTpaxoBky/BepudumKaL o’

BbimaHuBaHue npegonnarthbl.

MpoBepuTb AOroBOP, HE NNATUTbL
COMHUTENbHBIM NULAM.

“Ckavawnite NpunoxeHve He U3 marasuHa”

Puck Bupyca/yganéHHoro gocrtyna.

He ckauneatb.

“Hy»eH nacnopT B YaT fo cobecenosaxms”

Puck KpaXXun nepcoHarnbHbIX AaHHbIX.

YTOYHUTL 3aKOHHOE OCHOBaHMe,
nposepsATL paboTogatens.

9.2. Kak npoBepuTtb pabotogartens

O EcTtb nonHoe Ha3BaHWe opraHudauun, YHI, cant, agpec, TenedoH.

[0 KoHTakTbl coBnagatoT OCt)VILI,VIaJ'IbeIMVI NCTOYHUKaMMN.

[0 [loroBop NOHATEH: AOIMKHOCTb, 0653aHHOCTH, onnara, CPoKMu.

O HeT npocb0Obl Mcnonb3oBaTh NINYHYIO KapTy ANst Yy>XUX NepeBOAOB.

O Het TpeboBaHus nnatuTb 3a TPYO4OYCTPONCTBO.

O CobecenoBaHue npoxoauT B HOpMalJyibHOM AeJf10BOM q)opmaTe, a He TOJIbKO B aHOHMMHOM 4arTe.

[0 3agaHus He cBA3aHbl ¢ 0OMaHOM noaen, nepeesogammn geHer, 06xo4oM npasui Mowanok.

B/1OK 10. “BbicTpble 3apaboTkn”, KoTopble MOryT KapaTtbca 3akoHom Pb

Camoe BaxHoe

He3HaHne Bcen cxeMbl He Bcerga cnacaet. Ecnu Bbl ganm KapTy, NPUHANN OEeHbIN, CHANW Halnn4yHble, OTHECIN
nakeT Ui NoMoOIrmnn CKpbITb Criefbl, Ballun nencTBeums MOTYyT OLUEHMBATbCA KaK ydacTue urnm rnomMoLlb.
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10.1. AponnepcTBO

e [lponnepcTBO — UCNONb30BaHNE KapTbl, CYETA, SNIEKTPOHHOrO Kowlenbka, SIM-kapThl, akkayHTa UM JOKYMEHTOB
YyenoBeka sl NnepeBoaa, XpaHeHusi, obHanNnM4MBaHust Uy BbIBOAA YY>XUX OEHET.

e YacTo BOBNEKAKT LKOMBbHUKOB, CTYAEHTOB, 6€3paboTHbIX, NOXUNbIX Ntogen: obellatoT HebonbLuoe
BO3HarpaxgeHue 1 roBopsT, YTo “HMYEro genartb He Hado”.

e  TunnyHble POnK: OTKPbITb KAPTY; NepeaaTb PEKBU3UTDI; MPUHATD NEPEBOA; CHATb HaNM4HbIE; KYyNnUTb
KpunToBantoTy; nepecnartb AeHbrn; 0opMuTb SIM nnn akkayHT; MPONTN BEPUEUKALIUIO NINLIOM.

Mpu3Haku gpon-cxembl

e MNaTAT 3a OTKPbITUE KapTbl UMK CYETA;

e npocAT nNpucnate QOTO KapTbl, MACMOPT, cendu, NormH/napons;
e 00elaloT NPOLEHT 3a NepeBoabl;

e  3anpeLLaloT pacckasbiBaTb 6aHKy HaCTOSLLYHO LieNnb onepauuii;

e MpocAT ApOoOUTbL CyMMBI;

e  rOBOpPAT “ecnu cnpocaT — 3To Aonr/nokynka/3apnnara’;

e [eHblv NPUXoasT OT pasHbIX NOAEN N BbICTPO YXOAAT Aanblue.

Pucku no 3aKoHy

e B PBE npegycmoTpeHa agMuHUcTpaTUBHAs OTBETCTBEHHOCTb 38 HE3aKOHHOE NpefoCTaBreHne peKBU3NTOB
NNaTéXHbIX JOKYMEHTOB U3 KOPbICTHBLIX NOOyXaeHun (opueHTup: cT. 12.35 KoAll).

e HesakoHHbI 060pOT NNATEXHBLIX MHCTPYMEHTOB, CPEACTB Nnartexa U UX PEKBU3UTOB MOXET BMeYb YrONOBHYHO
OTBETCTBEHHOCTb (OpueHTup: cT. 222 YK).

e Ecnu yepes kapTy NpoxodsT AeHbIMM OT MOLLEHHUYECTBA, MOTYT BO3HUKaTb BOMPOCHI O COYYacTuu,
nocobHn4ecTBe, neranv3aummn NpecTynHbIX JOXOA0B U MHbIX COCTaBax.

e baHk moxeT 3abnokupoBaTh KapTy, CYET, onepaumm 1 3anpocuTb 06bAcCHeHNs. PenyTaunoHHble NocneacTems
MOryT mMeLlatb y4ébe, paboTe, kpeamTam.

10.2. 3aKnagumKm, Kypbepbl 1 “nocbinkn”

e [lpennoxeHus “3abpatb NakeT”, “NONOXuUTb B TaHUK', “caenatb hOTo MecTa”, “nepeaaTb NOCbINKY”, “HUYEro He
cnpaLwmeaTb” MOryT BbiTb CBA3aHbI C HE3aKOHHLIM 060POTOM HapPKOTUKOB.

e OnacHbl He TONbKO camu 3aknagku. Puck cosgatoT ynakoBka, XpaHeHue, nepeBoska, nepecoinka, nepegaya
koopauHaTt, (POTOOTYETLI, aAMUHUCTPUPOBAHME MarasuHa, peknama kaHana.

e  ®pasbl “Tbl HECOBEPLUEHHONETHUIA — HMUYEro He OyaeT”, “TaM He HapKOTUKW”, “Tbl MPOCTO Kypbep” — NOXHOoe
YCMOKOEHMe.

Pucku no 3akoHy

e He3akoHHbI 060POT HAPKOTUYECKMX CPEACTB, NCUXOTPONHBIX BELLECTB, NX NPEKYPCOPOB U aHarnoros
npecnepyetcsa no YK PB (opueHTtup: cT. 328).

e [lo oTAenbHbLIM cOCTaBaMm, CBA3aHHbIM CO CObITOM, YrofloBHasi OTBETCTBEHHOCTb BO3MOXHaA C 14 nert.

e [locnepctBust MOryT ObITb KpaHE TSHKENBIMU: CYAUMOCTb, NULEHNe cBoboakl, Npobnemsl ¢ y4ébow, paboTon,
ceMbéin 1 ByayLmm.

10.3. Kypbepbl HannUHbIX

” o« LT TS

o “3abepu oeHbrn y knueHTa”, “nepepan naket”, “nonoxu B 6aHkomat”, “nonyym NpoueHT” — 3To MOXET ObITb YacTb
MOLLEHHMYECTBA NPOTUB MOXMIbIX MOAEN NN OPYTUX XKEPTB.

e Kypbep 4acTo BMAEH Ha Kamepax, OCTaBnsieT MapLpyT, TenedoH, nepenucky, 6aHKoBCKME onepauun.
OpraHusaTopbl OCTalOTCA B TEHUW, @ Kypbep CTaHOBUTCH NEPBbLIM, KOrO HaxXoaAT.

e Henb3s cornawaTbca gaxe “oguH pas”.
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10.4. Kpunto-nepeBopabl “gna Knnenra”

Cxema: Ha BalLy KapTy NPUXOAAT AEHbMM, Bbl NOKyNaeTe TOKEHbI/KPUNTOBAMIOTY U NepeBoanTE Ha YY>KoWn
KOLLENéK.

Mnn HaoOopoT: Bbl NPUHMMAaETE KpUMNTOBAMNOTY U NepeBoante 6enopycckme pyonu/BantoTy Ha Yyxue KapThbl.
Takue onepaumm MOryT UCMONb30BATLCH AN BbIBOAA NMOXULLEHHBbIX AeHer 1 o6xoda KOHTpons.

B Pb onepauuu ¢ undpoBbIMKU 3HaKaMu MMEIOT crneuunanbHble Nnpasuna. HapylueHs MoryT Brievb
aAMVHUCTPATUBHYIO, HANMoOroByto 1 MHYH OTBETCTBEHHOCTb (opueHTup: cT. 12.36 KoArl, cT. 13.3 KoAll, HanoroBble
HOPMbI — MO CUTyaLuK).

10.5. Mpopga)ka akKayHToB, SIM-KapT, 31eKTPOHHbIX KOLEeNbKOB

AKKayHT, 0pOpMITEHHBIN Ha Bac, MOTyT UCMOMb30BaTh A1 oOMaHa niogen, paccbiiki unHra, permnctpaumm
KOLUENbKOB, BbIBOAA AEHET, YIpO3 U LUaHTaxa.

SIM-kapTa MOXeT UCMnofb30BaTbCA AN MOATBEPXKOEHNS onepauni, perMcTpauum akkayHToB U NOMyYeHUs KO4OB.
Ecnu akkayHT cBS3aH C BallMM HOMEPOM, AOKYMEHTaM1 UIN JINLIOM, BOMPOCHI MPUAYT K BaM.

He npopaBawite 1 He nepedaBanTe OOCTYMbI AaXe 3a HEOONbLUYIO CyMMY.

10.6. PukTUBHDbIE UMM, dupMbl U “HOMUHANBHDBINA aupeKTop”

Mpeanoxenune “otkpon UIM/OOO0, mbl BCE caenaem, Tebe npoueHT” onacHo.

Ha odopmneHHoe Ha Bac NULO MOryT NoBECUTb JONMN, HANoru, He3akoHHble onepauun, MUKTUBHBLIE COENKM,
BbIBOA, AE€HET.

Henb3s noanucbiBaTb JOKYMEHTbI, AOrOBOPbI, JOBEPEHHOCTM U GAHKOBCKUE 3asiBNEHUS, €Chn Bbl HE NOHMMaeTe
peanbHOl OeATeNbHOCTU.

10.7. duwmHrosble 3agaHua u “paborta onepatopom”

WHorga npegnaratoT nucaTh NOAAM MO rOTOBOMY TEKCTY, pa3MeLlate 06bABNeHUs, AenaTh CanTbl-KMOHBbI,
003BaHMBaTb “KNMEHTOB”, cObUpaTh KoAbl, MPOBEPSITb KapThl.

[axe ecnu Bbl “TONbKO NepenucbIiBanncb”’, 3T0 MOXeT ObiTb YacTb MOLLEHHUYECTBA.

He BbINonHaANTe 3agaHuns, rae HyXXHO BBOAWTL MoAer B 3abnyxaeHune, CKpbiBaTb NpaBay, cobnpaTb AaHHbIE KapT
N KoAabl.

10.8. PekKnama He3aKOHHbIX KaHaN0B

Packneiika QR-kogoB, rpadocmTtu, nybnmkaumsi cCbinok, penocTbl, NPUBIEYEHNE NOAEN B 3aKpbITble KaHanbl
MOryT ObITb He 6e306uagHON peknamon.

Ecnu kaHan cBsA3aH ¢ HapKoTUKaMu, MOLLEHHUYECTBOM, (PULLIMHIOM, HE3aKOHHbIMU CTaBKaMun Unun npoaaxen
OaHHbIX, pacnpocTpaHUTENb TakKe PUCKyeT.

He peknamupyiite To, Yero He NOHMMaeTe M YTO CKPbIBAET BnagernbLeB.

10.9. KaK oTKasaTtbca U 3aWwmTtuTb Ccebs

11.
12.
13.
14.
15.
16.

He BcTynainTe B cnop ¢ “kypatopom”. KopoTko: “He nHtepecHo”.

He oTnpaBnante OKYMeHTbI, KapTy, cendm, agpec.

CoenanTe CKpUHLLOTBI NPEANOXEHNS, HUKHEMA, CChINTKN1, HOMepa.

3abnokMpynTe KOHTaKT.

Ecnu yrpoxatoT — coobLymTe B3pocnbiM, agMUHUCTPaLmmn y4ebHoro 3aBegeHus, B 102.

Ecnu yxxe nepeganv gaHHbele — cpo4HO obpaTtuteck B 6aHK, 3abNOKMpynTe KapTy U CMEHUTE NapOnu.
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B/1OK 11. UHBecTUuUun, puHaAHCOBbIE NUPAMUADI, CTAaBKMU U “rapaHTUPOBAHHDbIU

poxon”

11.1. KpacHble ¢naru

obeLaloT BbICOKUN Joxon 6e3 pucka;

[aBaT: “MecT ocTtanocb Marno”, “Bxoq TONbKO cerogHs”;

NPOCAT NpuBNeYb ApYy3en U POACTBEHHNKOB;

He 0ObSCHAT, OTKyAa 6epéTtcst NpmodbINb;

OEeHbIM NEPEBOASITCA Ha NMYHYIO KapTy, KPUNTOKOLLENEK UM Yepe3 aHOHUMHbIV CEPBUC;
“aHanuTuk’ npocut yctaHoBuTb AnyDesk/TeamViewer nnu nokasatb 3KpaH;

4N BbiBoAa Npubbinn TpebyoT onnatuTe Hamnor, KOMUCCUIO, CTPaxoBKy, Bepudurkaumio;

npeanaratT B3ATb KpeauT AN UHBECTULIIA.

11.2. Mupamungbl U NnceBgONHBECTULUN

Mvpamuga nnaTUT cTapbiM y4acTHMKaM 3a CYET HOBLIX, @ HE 3a CYET peanbHON NpubbINK.

Moka AeHbrn NoCTynatT, KaXeTcsl, YTo BCE paboTaeT. Korga NnoToK HOBbIX Y4aCTHUKOB 3aKkaHYMBaETCs, Bbinnarhbl
npekpaLlaTCcs.

PaHHWMI “ycnelHbi BbIBOA” YacTo AenatoT cneumarnbHo, YToObl YenoBek BHEC OonbLUe Uin NpUBEN GNU3KNX.

He BknagpiBanTe AeHbIM, €CNN HE MOHUMAaeTe NPOAYKT, PUCKM, opuandeckoe nmuo, A0roBop v cnocob BeiBoaa.

11.3. CraBKM, Ka3uHO, “aoroBopHble matun”

“100% nporHo3”, “AoroBopHon MaTt4”, “60T OObIrpbIBAET KA3NHO” — TUMUYHbIE NPUMAHKW.
CHayvana MoryT nokasaTb MarneHbKyt Npubbifb, MOTOM NONPOCUTL MOMNOMHUTL GonbLUe.
A3apT 1 xenaHne oTbIrpaTbCs NPUBOAAT K JOSTaMm.

Henb3s 6paTtb KpeanTebl, NpogaBaTh BELLM UMW 3aHUMaTb AeHbIM ANS CTaBOK.

BJ/1OK 12. J/InyHble AaHHble, AOKYMEHTbI U MPUBATHOCTb

12.1. Noyemy NNYHbIE AAHHbIE LEeHHbI

Mo gaHHbLIM 13 coLceTen MOLLEHHMK MOXET caenaTb 3BOHOK y66ﬂ,I/ITeJ'IbeIMZ Ha3BaTb WKONy, poACTBEHHUKOB,
noes3akun, NOKyrnku, MmecTo pa60TbI.

doTo nacnopTa MOXeT UCNOJIb30BaTbCA O1A Pernctpaum akkayHTOB, NOMNbITOK NOJTy4YEeHUA yCnyr, WWaHTaXa.
Homep Te.l'le(*)OHa M nata poxgeHud nomMmoraroT BOCCTaHaBMBaTb OOCTYMbl U I'IO}J,6I/IpaTb OTBETbl HA CEeKPETHbIE
BOMpPOCHI.

12.2. Y1o He ny6banKoBaTb

nacnopT, BOOUTENbCKOE yAOCTOBEPEHUE, CTYAEHUYECKNA/yHeHNYeCKnin BuneT ¢ aHHbIMU;
GaHkoBCKMe KapTbl, Yekn ¢ QR-kogamu, GuneTbl, NOCago4HbIE TanoHbI;

afpec NpoXxuBaHus, rpacurk OTCyTCTBUS OMA;

¢oTO AeTei ¢ NPUBA3KOM K LLKONEe, CeKUUN, MapLUpyTYy;

MHOIO ayamo 1 BUAEO C rofIocOM, ECIIN B 3TOM HET HEOOX0ANMOCTMH;

OOKYMEHTbI O foxXodax, KpeanTax, HeABMXKMMOCTU, HacneacTse.

12.3. Mpu oTnpasKe AOKYMEHTOB

O MNMoHrmato, KoMy OTMPaBNSA U 3a4eM.
O EcTb ohmumanbHbI KaHamn Uy 3almLLEHHbIA KabWHET.

0 MoxHo 3aKpbITb JINWUHWE AaHHbIE, €ClT OHU HE HYXHbI.
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O Ha konuu moxHo Hanucatb uernb 1 aaty: “Tonbko ons ...".
O He oTtnpaBnst JOKYMEHTbI B @aHOHUMHBIN YaT UM HEM3BECTHOMY paboToaaTento.

O CoxpaHsito gokasaTenbCTBa nepegayum u ycnosmsi 06paboTkn AaHHbIX.

BJ/IOK 13. leTn, NOAPOCTKU U LUKOJIbHUKMU

13.1. FnaBHble pUCKKU ANA LUKONbHUKOB

nomck “nérkoro 3apabotka” B Telegram u TikTok;

nepegaya KapTbl UNW akkayHTa 3a AeHbru;

yyacTve B nepeBofax, obHanMunBaHum, KpMnTo-onepaumnsx;
3aKnagku n “kypbepckue” saagaHus;

cKkaunmBaHue NPUNOXeHUN N Urp N3 COMHUTENbHBIX UCTOYHUKOB;
MOKYMKW B Urpax, CKMHbI, AOHaThIl, hanbLUUBbIe PO3bIrpbILLN;
LWAHTaX UHTUMHBIMW POTO KN NEePENUCKOWN;

B3/1OM aKKkayHTOB Apy3ei 1 Npocbbbl 0 NnepeBogax.

13.2. NpocTble NpaBuaa ANA WKONAbHUKA

Ecnu cTtpawHo ckasaTb poauTensim
CKaXu y4nuTento, LKOMbHOMY MCUXONIOry, KNacCHOMY PYKOBOAUTENIO, CTapLUEMY POACTBEHHUKY UMW ApYromy
B3pPOCIIOMY, KOTOPOMY AoBepsielb. MonyaHue noytn Bceraa genaet npobnemy Xyxe.

He HasbiBan kogbl 3 SMS n push Hukomy, gaxe apyry.

He paean kapty, TenedoH, SIM-kapTy, akkayHT, naporb.

He npyvHumain geHbru Ha cBO KapTy AN Apyrux.

He 6epu nakeTbl U NOCLINKK Y HE3HAKOMBbIX JHOAEN.

He xoaun no agpecam no 3agaHusam u3 yara.

He ycTaHaBnvBan npunoxeHus no ccblinke “kypartopa”.

He oTtnpaBnsn ¢poTto nacnopta, KapThl, iMua ¢ JOKYMEHTOM.

Ecnu npegnaratoT GbICTpble A€HBIM — MOKaXW B3POCIbIM 40 OTBETA.

13.3. Pogutenam u negaroram

He orpaHuumBanTechb dpason “He obLiancs ¢ MolleHHMKamKn”. Pa3bepnTte KOHKpeTHbIE COOOLLEHUS N MPUMEPLI.
HoroBoputeck: pebEHOK MOXET NpunTK ¢ Ntobon owmnbkon 6e3 HemeaneHHoro HakasaHus. CHavana
6e3onacHoCTb, MOTOM pasbop.

HacTtpowte numMuTbl Ha AETCKOW KapTe U yBEAOMIEHUSA poauTenio.

lMpoBepsAnTe NPUNOXEHNS, MOAMUCKN, aKTUBHbIE CECCUN, MPUBA3AHHbIE KapTbl.

O6bsicHMTEe NpaBoBble NOCMNEACTBUSA APONMNEepPCTBa U 3aknagoK NPOCTbLIMU CIIOBaMMU.

Pa3bepuTe, 4TO “9 NPOCTO NOMOr” HE O3HAYaEeT “d He OTBeYal”.

BJ/1IOK 14. MNoxkunbie poaCcTBEHHUKN

14.1. Noyemy noxxunbie N0AUN B 30HE PUCKA

MoLLEeHHUKM UCMOMNb3YIOT YBaXeHue K “ouumanbHbIM opraHaM”, cTpax 3a AeTel U BHYKOB, JOBepUE K 3BOHKAM.
Moxunoro Yyenoeeka MOryT OO0 AepXaTb Ha NIMHUK, HE AaBas NO3BOHUTb CEMbE.

YacTo Mcnonb3ytoT KypbepoB, HannyHble, “sameny aeHer”, “nposepky kynop”, ‘0TI poacTtBeHHMKa”.
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14.2. lomawHMe npasuna

O Ha BMaHOM mecTe 3anvcaHbl TenedgoHbl AeTeln/BHyKoB, 6aHka 1 102.

[0 EcTb NpaBumno: Hanu4yHble HUKOMY He nepeaaBaTb 03 3BOHKA POLCTBEHHUKY.
O EcTb KOQOBOE CMOBO CEMbM.

O KpynHble nepeBoabl U CHATME HanM4YHbIX 06CYXaarTCsa ¢ OM3KMM YENOBEKOM.
O Ha kapTe ycTaHOBMNEHbI NMMMUTbLI U YBEOOMITEHUS.

O Mokunoi poACTBEHHMK 3HAET: BaHK M MUNMMLMS HE NMPUCHINAOT Kypbepa 3a AeHbramMu.

14.3. Y10 CKa3aTb NOXKUAOMY YeNI0BEeKY NPOCTbIMU C/I0BaMU

e “Ecnu 3BOHAT 1 nyratoT — knaam TpyoKy. XOopoLmin CoTpyaHUK He oBnanTcs, MOLeHHVK ByaeT aasuTb”.
o “Kopg 13 SMS — kak kntoy oT kBapTupbl. Ero Henb3si gaBaTb gaxe pabOTHUKY GaHka”.

o “BesonacHbix cyeToB Mo TenedoHy He GbiBaeT”.

e “Ecnv roBopsT, 4TO BHYK nonan B 6eay, cHavana no3BOHM BHYKY UK Ham”.

o “Kypbep 3a geHbramu oT 6aHKa Unm Munuuum — 310 obman”.

B/1OK 15. /InuHbin 610aKeT, pacxoabl U cbeperkeHnn

15.1. 3auem 310 OTHOCUTCA K Be3onacHoCTU

e Yenosek 6e3 yuéTa geHer valle 6epET CpoUHble KpeauTbl, BEpUT “ObiCTpbiM 3apaboTkaM” 1 crioXkHee 3aMevaeT
cnucaHusi.

e  duHaHcoBas NogyLlka NOMOraeT He NMPUHUMaTh OMacHble PeLLEHUs N3-3a HEXBATKU AEHer.

e [loHMMaHMEe pacxo4oB CHUXAET PUCK OOMTOBOM FNTOBYLLKN.

15.2. Pacxoapl

e Begwute y4éT x0TH Obl MO KPYMHBLIM KaTeropusiM: obsi3aTenbHbIE NNATEXKW, eaa, TPaHCMOopPT, CBA3b, 340POBbLE,
00yyeHune, pa3BrneyeHus, 4O, HaKoOMNMEeHUs.

MpoBepsAnTe NOANUCKN N aBTOMNNATEXN.

Mepen kpynHon nokynkown 6epute naysy 24 yaca.

CpaBHuBawTe LieHy, rapaHTuio, JOCTaBKYy 1 YCITIOBUS BO3BpaTa.

He nokynanTte “Ha amoumsx” nocre peknambl, CTpecca unv gaBneHus npogasua.

15.3. NoaywkKa 6e3onacHocTH

¢ MuvHumanbHas Uenb — cyMmma Ha 1 mecsiy, 0693aTenbHbIX PacXxo4oB. Xopollas uenb — 3—6 Mecsaues.
XpaHuTe pe3epsB OTAENbHO OT eXXe4HEBHOMW KapThbl.

He BknagbiBanTe nodyLKy B PUCKOBAHHbIE MHCTPYMEHTHI.

MononHanTe peseps cpady nocne goxoaa.

Hcnonbayiite pesepB TONbKO ANs pearnbHbIX HenpeaBUaeHHbIX CUTyaumn.

15.4. MnhaHupoBaHue Luenen

O Llenb 3anMcaHa KOHKPETHO: YTO, CyMMa, CPOK.
O NMoHATEH exxeMecaYHbIN B3HOC.
O JeHbrn Ha uenb oTAeneHbl OT eXXeQHEeBHbIX TparT.

O Lenb nepecmatpuBaeTcs pa3 B 3—6 MecsLeB.
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[0 PuckoBaHHbIE BIOXEHUSI HE 3aMEHSAIOT HAKOMMEHNS Ha BaXKHble Lienu.

B/1OK 16. Yto aenatb, ecnm owmnbKa y>ke npousowuna

He ypananTte nokasatenbcTBa
CKPVHLLOThI, HOMEpPA, CCbINKW, YEKM, 3anncu 3BOHKOB, HUKHEVMbI, afpeca KOLLIENbKOB 1 nepenvcka MoryT 6biTb
BaXHbl Ans 6aHka 1 npaBooOXpaHUTENeNn.

16.1. Coobwmnu Koa, napoab UAn JaHHbIe KapTbl

17. Cpasy 3abnokvpynte KapTy Yepes NpUIoXeHne Unm ropsayyto NnuHuio 6aHka.

18. CmeHuTe naponb OT BaHka, NOYTbl, MECCEHIKEPOB U coLcEeTEN.

19. 3aBepLunTe BCe aKTUBHbBIE CECCUM Ha HEN3BECTHBIX YCTPONCTBAX.

20. MpoBepbTe, He Ao6aBNEHbI NI HOBLIE YCTPOMCTBA, HOMEpPA, KapTbl, AOBEPEHHbIE NoryYaTenu.
21. MNMos3BoHuTe B HaHk 1 3acdhmkcmpymnTe obpalleHune.

22. ObpatuTteck B 102, ecnu ecTb cnucaHne, NonbiTka KpeauTa, Yrposbl Ui BOBIEYEHME B CXEMY.

16.2. NepeBenu geHbru

23. Mo3BoHMTE B GaHk HemeaneHHo. CnpocuTe 0 BO3MOXHOCTU OCTaHOBKW, BO3BpaTa U oCnapuBaHus onepauumn.
24. CoxpaHuTe YeK U pekBU3NTbl Nonyyatens.

25. CoenanTte CKPUHLLIOTbI Mepenucku, cebliriki, Nnpoduns, Homepa TenedoHa.

26. [MopaniTe 3asiBNeHNEe B MUANLMIO.

27. MpepynpenuTte 6GrM3KNX: MOLLEHHMKN MOTYT MCMOSb30BaTh BaLUM KOHTAKThI.

16.3. MNepepanu KapTy UNAU PEKBU3UTDI

28. 3abnokupynTe KapTy U AOCTYM K CYETY.

29. CoobwmTe B 6aHK, YTO PEKBU3UTLI MOIMM NonacTe TPETLUM fMLaM.

30. CmeHuTe naponu 1 NpoBepbTE aKTUBHbIE YCTPOMCTBA.

31. He nbiTantech “0oroBoputbcsa” C KYypaTopoM U He BbINOSHANTE HOBbIE 3aaHus.

32. Ecnu 6binv onepauun — coxpaHuTe UCTOPUO 1 06paTMTECh 3a MPaBOBOW NOMOLLbo/B 102.

16.4. YcTaHOBMAM NOAO3PUTE/IBHOE NPUNOXHKEHUE

33. OTKMuNTE MHTEPHET Ha YCTPONCTBE.

34. C ppyroro yCTponNCcTBa CMEHUTE BaXXHbIE Naposnun.

35. 3abnokmpywTe kapTbl U NO3BOHUTE B BaHK.

36. Ypanute npunoxexue. Ecnu ectb coMHeHns — obpaTtuteck K cneunanucty nunm copocbTe YCTPONCTBO nocre
COXpaHeHUs OaHHbIX.

37. lNMpoBepbTe Nnepeagpecaumto 3BOHKOB/SMS n HacTporikn SIM.

16.5. Pe6éHOK nonan B cxemy

38. CHavana ocTaHOBWTE AanbHenwne AencTBUS: KapTbl, YaTbl, BCTPeYn, nepesoabl.

39. He kpuunte 1 He 3acTasnanTe yaanatb Nepenucky.

40. CoxpaHuTe fokasaTesnbCcTBa.

41. Cesxutecb ¢ 6aHKOM, €Cnn UCMONb30BaNUCh KapTbl/cyeTa.

42. ObpaTnTeCh 3a KOHCYMbTaLUMen K IopUCTy W/MNn B MpaBoOXpaHuUTeNbHbIe OpraHbl, 0COGEHHO Npu yrposax,
HapkoTWKax, nepeBogax AeHer.

43. CoobwuTe LIKOMe, eCrv BOBIIEYEHME LU0 Yepes YYEHNKOB UMK LLKOMbHbIE YaTbl.
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BJ/IOK 17. ExXXeaHeBHble, eXXemecAUYHble U ceMeMrHble YeK-/IUCTbI

17.1. ExxegHeBHO

O He nepexoxxy no nogo3puTeNbHbIM CCbIfTKaM.

O He HasbiBato Kogbl U naponu.

[ Mpoeepsto HeoXmAaaHHbIE NPOCLOLI O AeHbrax Yepes 3BOHOK.
O He npuHumato pelueHus o nepesofax nog AaBrieHUeM.

O CMOTpIO yBeg4oMI1eHndA 0aHka o cnucaHusx.

17.2. Pa3 B Hegento

O MpoBepuTb onepauun NoO kKapTam.

O MpoBepuTb 6anaHc oHNamH-KapTbl U IMMUTLI.

O MNMpoBepuTb HOBbIE NOAMMCKU N aBTOMITATEXM.

O YpanuTb nogo3puTenbHbie NMCbMa 1 COOBLLIEHWS, HE OTKPbIBAsi BITIOXKEHUS.

O ObcyanTb ¢ CeMbén OAMH HOBbLIVM NPUMEpP MOLLEHHUYECTBa.

17.3. Pa3 B mecAay,

[ MpoBepuTb aKkTUBHbIE YCTPOMCTBA B NMOYTE, MECCEHIKEPAX, COLICETSAX, BaHke.
O MpoBepuTb NPUNOXEHUA Ha TenedoHe 1 nX paspeLLeHus.

O CmeHuTb cnabble 1y NOBTOPSAIOLLMECH NapOrv.

O MpoBeputb GO4XKET: 4OXOObI, pacXxobl, 40NN, HAKOMMEHUS.

O NpoBepuTb NIMMUTLI KapT N yBEOOMIIEHUS.

O nOFOBOpI/ITb C AeTbMU N NOXNUINbIMN POACTBEHHUKAMU O HOBbIX CXeMax.

17.4. Pa3 B nonroga

B/10K 18. Mone3Hble KOHTaKTbl U pecypcbl B Pecnybaunke benapycb

O MNMpoBepuTb KpeauTHYHO UCTOPUIO.

O O6HOBUTL CEMENHOEe KOA0BOE CIOBO.

[ MepecmoTpeTb hnHAHCOBLIE Lenn 1 noayLuky 6e30nacHOCTU.

O MpoBepuTb, Kakne nepcoHarnbHble AaHHble AOCTYMNHbI B UHTEPHETE.

O CpaBHVITb ycnosus ©aHKOBCKMX NPOAYKTOB N OTKITHOYNUTb HEHYXHbIE.

102 — munnums. 3BoHUTE npun MmoLleHHn4YecCTBe, yrposax, BbiIMoratenbCree, BOBlie4eH B AponnepcTeo,

3aKnagku, KypbepCKkne cxembl.

Baw 6aHk — HOMep Ha BaHKOBCKOWN KapTe, B ohuumansHOM NPUNOXEHUN UnNun Ha oduLmanbHom canTe. He

NCNONb3ynTe HOMEpP M3 NOO3PUTENBHOIO COOBLLEHNS.

OdumumanbHeir yat-60T MB[ B Telegram “Mebl Bceraa pagom” — ansa coobLueHnii 0 Nogo3puTenbHbIX 4ENCTBUSAX.
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HaumnoHanbHeIn 6aHk Pecnybnvku Benapychb: nbrb.by.

MopTan duHaHcoBoW rpamoTHocTU: fingramota.by.

HauunoHanbHbIn npaBoBon VIHTepHeT-nopTan: pravo.by — aktyanbHble pegakuum KoArll, YK u gpyrux aktos.
HauunoHanbHbIN LEHTP 3aWmThl NEPCOHanbHbIX AaHHbIX: cpd.by.
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KopoTkuii anct ana neyatu: “Ecnm 3soHAT/NUIYT — uto aenatb?”

MpocsaT ko n3 SMS/push He HasbiBato. 3aBeplLuato pa3roBop.

3BOHAT U3 “GaHka/munmumn’ Knagy Tpy6ky. MNepessaHuBato cam no oduLmnansHOMy HoMepy
unn 102.

MpocaT nepeBecTn Ha “Ge3onacHbin cHET” He nepeBoxy. Takoro cnocoba 3awmTbl JEHEr HeT.

MpocsAT ycTaHOBWUTL NPUIOXEHNe He yctaHaBnuBato. [MpoBepsito yepes oduumanbHbii UCTOYHNK.

PopacTBeHHUK NPOCUT AeHbM CPOYHO MepesBaHuBato No coxpaHéHHOMY HoMepy. CrnpaluuBato KogoBoe
CroBoO.

MpeanaratoT nérkuii 3apaboTok Yepes kapTy/nepeBoabl OTka3sblBaloCb. ATO MOXET ObITb APONNEPCTBO.

MpocaT 3abpatb Unu cnpsitatb NakeT OTkasbiBatocb 1 coobuiato B3pocnbiM/102. 3To MOXeT ObITb
HapKoTnyeckas cxema.

Yxe owmnbes Brokvpyto KapTy, MEeHs0 Naponu, COXpaHso foKa3aTenbCTBa,
3BOHI0 B 6aHK 1 102.

OctaHoBucb. lepenpoBepb. NNocoBeTyucA. ToNIbKO NOTOM AEUCTBYM.
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[IpunoxxeHue
K muceMy JlenapramenTa
or .07.2026 Ne 16/3-

1. [lamsitka 1o ¢unHaHcoBoM rurMeHe «Kak He Tmomacte «B PyKID»
MOILIEHHUKOB).

https.//telegra.ph/Pamyatka-dlya-811-klassov-kiberbezopasnost-
finansovaya-bezopasnost-i-finansovaya-gramotnost-07-23

2. ndopmalimoHHO-IIPOCBETUTENBCKAs MaMsITKa JJ1st o0ydarorxcst VII-
XI kmaccoB «Kubep6esomnacHocth. duHaHcoBass Oe3omacHOCTh. dDuHaHCOBAS
TPaMOTHOCTBY.

https.//telegra.ph/Pamyatka-po-kiber--i-finansovoj-bezopasnosti-
dlya-811-klassov-07-23

3. [NamsiTka o (pMHAHCOBOM TUTHEHE MOAPOOHAs BEpCHs MO OJIOKaM.

https.//telegra.ph/Pamyatka-po-finansovoj-gigiene-podrobnaya-
versiya-po-blokam-07-23

4. @uHaHCcoBas TUTHCHA IIKOJIBLHUKA.

https.//telegra.ph/Finansovaya-gigiena-shkolnika-chto-delat-esli-
prosyat-dengi-kody-ili-lyogkij-zarabotok-07-23

5.1lamstka mo ¢unaHcoBor rurueHe (Kak He mnomacth B pyKu
MOIIICHHUKOB).

https.//telegra.ph/Pamyatka-po-finansovoj-gigiene-kak-ne-popast-v-
ruki-moshennikov-07-23-2

https.//telegra.ph/Pamyatka-po-finansovoj-gigiene-kak-ne-popast-v-
ruki-moshennikov-07-23

6. duHaHcoBas rUrveHa sl NKOJILHUKOB 1-11 Kmaccos.

https.//telegra.ph/Finansovaya-gigiena-dlya-shkolnikov-111-klassov-
07-23
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